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Protecting Yourself from

RANSOMWARE
In recent years, ransomware has become increasingly common as virtually
everyone now has access to an Internet connected computer. Since the
development of the Internet as we know it, there have always been computer
viruses being spread, often with no clear target or purpose for the destruction of
data that they caused. Ransomware, however, is quite different in that it exists
specifically to extort money from individuals and businesses.

1. ALWAYS have a trusted anti-virus solution installed on your device that is
up-to-date. If the antivirus software isn’t updated regularly, it can’t keep up with
new viruses as they are developed.

Ransomware is a type of virus deliberately distributed by a hacker to infect an
individual’s computer (or entire networks in the case of some businesses), disable
most functions of the operating system, and encrypt all the files, essentially
locking you out of your computer and everything on it. You then receive a
message notifying you that your files have been encrypted and will be held
hostage unless you pay a demanded ransom, usually in the form of untraceable
bitcoin currency. At this point, you (or your employer in the case of a business
computer) must decide if you are willing to pay the demanded ransom in hopes
of regaining access to the captured device and data. Individuals who are attacked
often see ransom demands of several hundred dollars; businesses for many
thousands.

3. NEVER visit suspicious sites, including those linked in ‘click-bait’ posts on
Facebook. You know the ones: “This man saw this sad dog… You won’t believe
what happened next!” While the linked sites DO show a story of some sort, many
times they will also have advertising links or pop-up ads that can trigger automatic
downloads of infected files to your device. Best to avoid them!

While some individuals and businesses DO elect to pay the ransom (they keep
doing this for a reason!), the NSA urges against paying as it encourages further
attacks and can increase the likelihood that you’ll be targeted again. Worse,
there’s no guarantee that they will provide the necessary code to release the files
upon payment, or that the provided code will not permanently corrupt the data
and operating system.
For an individual’s home computer, electing not to pay may mean the permanent
loss of digital pictures, tax files, personal data, etc. as the device must be wiped
clean and reformatted. For a business, loss of data of this magnitude could mean
a crippling inability to function. With no guarantee that infected devices and
networks can be recovered even if the ransom is paid, prevention becomes the
utmost priority. So, what can you do to avoid being held hostage from your own
files and data, or worse, exposing your employer’s network to an attack? Most
prevention is the same for ransomware as it is for any other type of computer
virus. Here are a few precautions that all computer users (both at home and at
work) should always observe:

2. ALWAYS backup sensitive or irreplaceable data to an external device or
backup service like Dropbox or Carbonite, and use a strong password for those sites!

4. NEVER click links or images sent to you via Facebook Messenger or other
messaging services unless you are certain you know who sent it. You may receive a
new friend request from someone you know, and then immediately start receiving
messages from them. Oddly, the request comes from someone you are already
Facebook “friends” with. This is the result of someone else creating a fake account
using your friend’s profile picture and information, and then contacting that
person’s Facebook friends in hopes of spreading a file or link. If the inviting person
has no or few other friends in their profile, it’s a good bet it’s a fake and you should
decline the invitation, and maybe warn your friend.
5. NEVER click links or open attachments in emails that look suspicious or that do
not come from a trusted source. If you are at work, ask your network administrator
if you aren’t sure. If you are at home, err on the side of caution. Malicious emails
will often appear at first glance to be from known entities such as Walmart, Netflix,
Sears, etc., offering unsolicited discounts or coupons. However, they are usually
very basic in format and often appear unprofessional in composition and may even
have grammatical or spelling errors. If it looks questionable, just delete it!
6. REMEMBER that even with an active anti-virus on your computer and
spam filters in your email service catching most junk, some can still get through.
Don’t rely on the software to protect you 100% of the time. Common sense and a
suspicious eye are always the best, last line of defense!
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Hello Members! The last time I had the opportunity
to update you on the Cooperative was just after the
Presidential election. We’ve seen a great deal of change
since that update. With the new administration, there was
also a change in the majority at the Federal Communications
Commission (FCC). As you know, so much of our ability to
continue to invest in our communities is determined by
FCC rules. Former Chairman Wheeler left the FCC as did
Democratic Commissioner Jessica Rosenworcel. This left
three commissioners. Republican Ajit Pai was promoted
to Chairman by President Trump and Republican Michael
O’Reilly and Democrat Mignon Clyburn are still serving.
Two commissioner spots remain open. Like many other
places in Washington, the FCC has been divided among
party lines in many decisions over the past several years.
Many of the new rules and regulations put in place over
the last eight years were supported by the Democratic
majority and opposed by the Republican minority. Now
that there is a Republican majority, they have begun to
undo some of the things formerly put in place by the
previous administration. One of the first things the new
Commission did was roll back some rules on transparency
for small broadband providers. Our company is always

very transparent and honest with our members so this
was a very welcome change for us and will save us from
using member resources to meet these requirements. We
also expect the new Commission to roll back some of the
Net neutrality rules. This is also fine with us as we don’t
really limit what our members do on the Internet, as long
as it doesn’t cause other members problems, and these
rules would just add more costs to the Cooperative. One
thing that we are continuing to advocate for at the FCC is
a roll back of the rate floor rules that the Commission put
in place in 2014. The rate floor rules require us to raise
our local phone rates to what phones cost on average in
urban areas or the FCC will reduce the amount of universal
service funding we can receive. We have opposed this rule
since 2014, and our national association and our company
continue to ask the FCC to overturn this rule so we do not
have to raise rates. Since they have not changed anything
yet, we must move forward as if rates will need to increase
by June 1. You may see some notices on this soon, and
we are working on a plan to add additional benefits for
members if we are forced to raise rates.
The day I am writing this article is Employee Appreciation
Day. We hosted a lunch today for all our employees, which
gave me the opportunity to let them know how much
we love them and appreciate the things they do each
day. Their jobs are not easy. We now support broadband

service with Wi-Fi to over 4,000 members. Wi-Fi networks
in the home are very tricky. We have very complex
accounting and regulatory reporting requirements. We
do construction in some very rocky and tricky places. We
expect our network to be working well all the time. I want
you to know that we have an EPIC team here at Logan
Telephone. They understand that we exist only to serve
the needs of our members. We aren’t always perfect, but
I know each employee has a member-first attitude. If
you are ever unsatisfied with anything we do, please let
us know and give us the opportunity to get it right. Our
people get it right much more often than not. If you see
one of your Cooperative’s employees in the days ahead,
please take time to let them know that you appreciate
their efforts. Please let them know any ideas for how we
can improve the services we deliver. We appreciate our
employees and we appreciate our members. Thanks for
being a member of your Cooperative and may God Bless
each of you.
Greg Hale
General Manager

Internet technical support is available 24/7/365.
Please call 270-542-7709 or 270-934-2202 or email help@blue.net.
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Changes to the Lifeline Program
Lifeline is a government assistance program that helps qualifying low-income consumers with their telecommunication needs
by providing reduced monthly subscription charges. This is to ensure that all Americans have the opportunities and security
that phone service brings, including being able to connect to jobs, family, and emergency services.
On December 2, 2016, several changes were made to the Lifeline program. Temporary Assistance for Needy Families (TANF),
Low-Income Home Energy Assistance Program (LIHEAP), and the National School Lunch Program are no longer qualifying
programs to receive a discount through the Lifeline program. However, Veterans Pension and Survivors Benefit Program was
added as a new qualifying program.
Federal Veterans Affairs (VA) Veterans Pension or Survivors Pension
Some states offer a veterans pension, however, only the Federal Veterans Pension (and Federal Survivors Pension) qualifies customers
for the Lifeline benefit. Customers that receive a federal pension may show documentation demonstrating their receipt of a federal
veterans pension, including:
- Pension Grant Letter: The letter shows the participant’s name, address, a decision about their monthly entitlement amount, and payment start date.
- Cost of Living Adjustment (COLA) Letter: The letter shows a monthly/quarterly/semi-annual/annual payment rate and an effective date.
- Survivors Benefit Summary Letter: Survivors receive this letter shortly after being approved for a pension. It includes the survivor’s claim number, the related veteran’s
name, and monthly award amount.
There is still only one discount allowed per household. (NOTE: A household is defined as any individual or group of individuals who live together at the same address and
share income and expenses.) However, Internet service has now been added as an option to receive a discount. So if a Lifeline customer subscribes to a qualifying broadband
package of at least 10 Mb download / 1 Mb upload then the discount will be applied to this service. Therefore, if the Lifeline customer subscribes to the qualifying Internet service,
they cannot move their Lifeline benefit to another company for 12 months. If they subscribe to a non-qualifying Internet plan or voice only, then they cannot move the benefit to
another company for 2 months. More information regarding these port freeze restrictions can be found here: http://usac.org/li/program-requirements/benefit-port-freeze.aspx.

Who is Now Eligible?

To qualify for the Lifeline program, a member of the household must be able to provide proof that they are a current recipient of any one of the following low-income assistance
programs:
SNAP • Medicaid • Supplemental Security Income (SSI) • Federal Public Housing Assistance (Section 8) • Veterans Pension and Survivors Pension Benefit
OR- Your household income is at or below 135% of the Federal Poverty Guidelines.
AND- You have paid or made payment arrangements for any outstanding balance for local and miscellaneous telephone services provided to you or any member of your household.
The recertification process is changing as well. Universal Service Administrative Company (USAC) will be handling this now, and they plan to send the recertification letters around
March 20.

Time to Update LTC’s Telephone Directory
In today’s economy, it is extremely important to advertise your business by placing advertising in our highly
used print directory. Make sure your business is there to be seen by potential customers. A new trend also
indicates that more and more consumers are searching for businesses online.
Our online search option allows you to promote your business by adding your print ad, photos, a video as
well as much more to your business listing.
Make sure your business can be found in both the print telephone directory and our online
search site: www.localsolution.com. For more information or to advertise, please contact
Pinnacle Marketing Group at 800-343-8086.
If you are an individual needing to make
a change to your white page listing,
please give us a call at
270-542-4121 or 270-934-4121.
Don’t go digging up trouble! One free, easy call gets your utility lines marked AND
helps protect you from injury and expense. Know what’s below. Always call 811 before you dig.

LOGAN TELEPHONE COOPERATIVE
10725 BOWLING GREEN ROAD
P.O. BOX 97
AUBURN, KY 42206-0097

Scholarship Applications Still Available
This is the 20th year that Logan Telephone will offer three $2,000
educational scholarships to graduating seniors in our service
area. To be eligible, the student’s parents or guardians must have
a membership with the Cooperative that is in good standing.
Therefore, an eligible student must have telephone service and not
just Internet service through LTC. The scholarships are limited to
the students whose parents or guardians paid a membership fee
to the Cooperative. The student should already be accepted to a
school of their choice.
Students may pick up a scholarship packet from their guidance
counselor, at Logan Telephone’s office at 10725 Bowling Green
Road in Auburn, or the documents can be downloaded from our
website at www.logantele.com/news/scholarships.

Winners will be chosen based on the following criteria: 1) financial
considerations; 2) grade point average; 3) school involvement and
leadership; 4) other grants or scholarships already obtained; 5) a
written essay.
Scholarship applications and other required materials are due by
4 p.m. on Friday, March 24. Students may return the items to
the Logan Telephone office or to their guidance counselor.
Winners will be featured in our Annual Report and honored at
the Annual Meeting. If there are any questions regarding the
scholarship program, students may call 270-542-4121 or 270934-4121, ask their guidance counselor, or email us at cservice@
logantele.com.

The Best Offense is a Good Defense
SecureIT Plus

Viruses

New digital threats appear everyday, but
with SecureIT Plus you’ll get industry-leading essential defense, including anti-virus,
anti-spyware, firewall, parental controls
and FREE 24/7/365 Midwest based support.

S E C U R E I T P L U S S TAT S

ANTI-VIRUS
ANTI-SPYWARE
HANDS FREE UPDATES
PERSONAL FIREWALL

24/7 TECHNICAL SUPPORT
HARD DRIVE MAINTENANCE
PARENTAL CONTROLS
GUARANTEED PROTECTION

Call us at 270-542-4121 or 270-934-4121
to find out how SecureIT Plus keeps
you in the game!
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